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THE DANGERS OF THE CybER WORlD

WHAT MAKES THE CYBER WORLD SO DANGEROUS, 
ESPECIALLY FOR ENTERPRISES?

Every modern enterprise depends on a functioning IT infrastructure 
in order to operate. This, of course, involves the cyber world in all its 
forms. Whilst the digital revolution has brought with it a multitude 
of benefits, there are also many dangers lurking beneath the surface, 
of which every business must be aware. besides the ever-present 
threat of network attacks, one of the biggest threats to a company’s 
IT infrastructure and data is malware.

WHAT IS MALWARE?

Malware is a piece of software which, having been introduced into 
a device, causes damage to clients, servers or networks. There are 
many variations of cyber threats which come under the ‘malware’ 
umbrella term. Each performs its attack in different ways and for 
a range of purposes, and to different effects. let’s take a look at 
the most common forms of malware to which a business can be 
vulnerable.

1. ADWARE

AdWare is short for ‘advertising-supported software’. Often, AdWare 
software is combined with the more malign ‘spyware’, which tracks 
user activity and - worse still - steals information contained within 
the device. AdWare on its own steals space on a device and can 
slow it down, but usually functions as a revenue-generating tool for 
advertisers, and often comes via ‘free version’ downloads of software 
and applications.

2. BOTS

The purpose of a bot is to automate specific operations on a 
device. They have become increasingly malignant in recent years. 
botnets, for example, are used to enable multiple computers to be 
controlled by the parties behind them. bots are also used to carry 
out DDoS (Distributed Denial of Service) attacks, as web spiders to 
scrape server data, as spambots rendering ads on websites, and for 
distributing malware via download sites.

3. BUGS

bugs are usually the result of a mistake, often human error in source 
code or in the compilers of a program. At its most basic level, a bug 
is simply a flaw that creates an undesirable outcome. Minor bugs 
can go a long time without being discovered, as the effect on the 
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program’s behaviour is pretty minimal. Not all bugs are so minor, 
however. More serious ones can cause a device to freeze or to crash 
altogether. The most severe bugs are security bugs, which can allow 
attackers to override access privileges, bypass user authentication, 
and steal data.

4. RANSOMWARE

This type of malware restricts access to the computer by either 
encrypting files on the hard drive or locking down the system. In the 
latter case, a message is then displayed urging the user to pay the 
malware creator to remove the restrictions. Ransomware is usually 
spread via a downloaded file or another kind of vulnerability in a 
network.

5. ROOTKIT

This kind of malware is designed for the purpose of giving remote 
access to the perpetrator, or for that perpetrator to control the device 
without being detected by security software. As a rootkit is so good 
at eluding detection, it can be very difficult to prevent or remove, not 
to mention extremely hard to spot in the first place!

6. SPYWARE

Spyware monitors user activity, collects keystrokes, and harvests 
data (such as account information, logins and financial data). Often, 
spyware is also capable of modifying the security settings of software 
or browsers on the device, and interfering with network connections. 
Spyware exploits network vulnerabilities, hiding itself within 
legitimate software, or in trojans…

7. TROjANS

A trojan comes in the guise of a normal program or file, but then 
encourages users to download and install it. The attacker behind the 
trojan then gains access to the affected device, which allows them 
to steal data (including anything from login details to electronic 
money), to modify files, to monitor user activity, use the computer in 
botnets, and to install more malware.

8. VIRUS

A virus is able to copy itself and spread. It is contagious - spreading to 
other computers by attaching itself to programs and executing code 
when a user accesses the infected program. As well as programs, 
viruses are also spread through script files and documents, and via 
web apps - exploiting cross-site scripting vulnerabilities.
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9. WORMS

Worms spread over networks by exploiting vulnerabilities in the 
operating system, consuming bandwidth and overloading servers. 
They are usually spread by emails with infected attachments. Worms 
can self-replicate and spread independently. 

Malware is developed and delivered to reach the highest possible 
number of devices across the globe, to hit a wide range of targets. 
Though most target indiscriminately, others can be aimed at a 
specific enterprise, with a specific purpose in mind. Malware tends 
to find its way into a company via email, web download, or via an 
infected removable device.

According to data from the AV-Test Institute, over 350,000 new 
malicious programs are registered every day. The number rises 
every year. In 2009, for example, 29.48 million malware and PUA 
(potentially unwanted applications) were identified.  In 2018, this 
number has already reached 841.42 million.

WHY DO THEY DO IT?

The big question is, what is responsible for the rapid growth of 
malware? To answer this, let’s take a look at who the attackers are, 
and their motivations…

‘SCRIPT KIDDIES’

It is becoming increasingly common for malware attacks to be 
perpetrated by non-professionals without particularly sophisticated 
skills. These so-called ‘script kiddies’ use scripts or programs to exploit 
weaknesses in devices or systems which have already been exposed 
by others, usually on the ‘dark web’. Usually, these attackers are 
simply acting for the thrill of it. They will often attack at random, with 
little understanding of what effect their actions may have. A good 
example of a ‘script kiddie’ attack was the TalkTalk hack of 2015, which 
resulted in the ICO (Information Commissioner’s Office) ordering 
a record fine from the telecoms brand and costing the company 
£42 million. The person behind the attack? A 17 year-old boy, who 
admitted that the stunt was simply to show off.
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HACKTIVISM

Hacktivists attack for ideological or political purposes, targeting 
specific companies or institutions to generate media attention 
and public interest in their cause. They are not usually financially 
motivated, rather aimed at exposing controversies and perceived 
corruption. A key example is the ‘Panama Papers’ scandal of 2016, 
which was executed for the purpose of exposing the offshoring 
activities of a number of high profile individuals, by targeting the 
Panamanian law firm, Mossack Fonseca and releasing some 11.5 
million documents. 

ORGANISED CRIME

Motivated by financial gain, organised criminal gangs operate to 
obtain financial data or to control a payment system. They may 
use ransomware (as per the DD4bC attack of 2015), or seek to gain 
access to sensitive or confidential data for the purpose of extortion 
(as per the European Central bank breach of 2014). 

NATION STATE OR STATE PROxY

Cyber attacks by nation states (or state proxies), committed for 
political gain, are more in the spotlight than ever, as a result of the 
alleged involvement of Russia in tampering with the US election 
in 2016. Though the details of such attacks remain top secret, the 
motivations appear to be for the disruption of military operations, 
political stability and critical infrastructure.

INSIDERS

Worryingly, disgruntled employees, both past and present, can 
be behind attacks on enterprises. Motivated by revenge or spite, 
insider attacks may seek to steal intellectual property or data, or to 
damage the company’s systems outright. Morgan Stanley became 
the victim of an insider attack in 2015, when a member of staff 
allegedly deleted 730,000 customer details from the system.

THE CONSEqUENCES FOR AN ENTERPRISE

A single piece of malware can cause astronomical levels of 
economic damage if not properly detected and neutralised. 
The damage to a company can be felt in a range of different ways, 
from the immediately visible (computer crashes and production 
downtime) to the insidious and invisible, which are often not 
spotted until long after they have bedded in. The effects of an 
attack become even worse when customers, partners and the 
public become aware of it. Such a loss of reputation can be worth 
even more than the financial cost.

What’s more, there are serious legal issues to consider. IT and 
company managers may be forced to assume personal liability for 
the attack, with the consequences ranging from fines (including 
compensation to injured parties) to prison sentences for negligence. 
The company may be reviewed by the Data Inspectorate, claims 
of copyright infringement and intellectual property breaches may 
be brought, negative ratings received from banks and investors, 
insurance may become void or no longer reasonably attainable. 
In the worst cases, the business licence for the company may be 
revoked. At the very least, those responsible for allowing the breach 
within the company will be expected to resign or be dismissed.

Reputation 
xxx Mio. $

forever 

IT-Crash 
2.5 Mio. $

per hour

Data loss
3.4 Mio. $ 
per incident

Spying 
>1 Mio. $
per incident

Data Theft 
2.7 Mio. $
per incident 

ECOnOMIC	DAMAgE

Source: Contingency Planning and Management 
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WHAT CAN A COMPANY DO TO PROTECT AGAINST 
THREATS AND AVOID DAMAGE?

To avoid malware incidents and their consequences, the  IT security 
industry offers a wide range of solutions and measures. These can 
largely be classified into three principal categories:

PREVENTATIVE MEASURES

The first option a company should take is to enact preventative 
measures. The goal here is to reduce the attack surface. In doing 
so, however, the business places some significant restrictions on 
what can be carried out on company devices. Examples of such 
preventative measures are:

•	 Using a firewall to allow only authorised network traffic;
•	 Prohibit internet access or use URl filtering to block certain types 

of websites;
•	 ban specific file types (such as .exe and .zip files) from being 

received by email or downloaded;
•	 Enact password policies and authentication systems (such as 

smart cards, biometric or two-factor authentication);
•	 Use a whitelisting approach, only allowing predefined 

executables to be run;
•	 block or limit the use of removable devices;
•	 Seek possible attack vectors (vulnerability detection) and patch 

your systems.

SECURITY AWARENESS TRAINING

The second option is to train and sensitise employees regarding the 
safe handling of IT and data. Many employees have no idea about 
internet security and the dangers faced therein. Training them to 
understand the risks and what to do to limit exposure to such risks is 
a good idea. Such training may include:

•	 Do not open strange emails from unknown senders;
•	 Do not speak to outsiders about company internal details and 

systems;
•	 Do not plug in your private USb-stick, nor one from a foreign 

source, to a company computer;
•	 Do not bring any electronic gifts to work or use them within any 

company-accessing device;
•	 Use complex passwords and vary them between different 

platforms.

THREAT DETECTION

A third option is to directly hunt threats and to determine what is 
‘good’ and what is ‘evil’. If the company is in the strong position of 
having employed its own malware analysts, this is excellent. However, 
others must engage the use of a security vendor which provides 
analysis and detection in the form of a technical solution such as an 
antivirus program. Hundreds of such technical solutions are already 
widely available, from a range of providers covering a variety of 
aspects of threat detection. 

Signature-based

A signature takes care of a known threat, identifies a file or registry 
key, and all corresponding parts of the threat, ascertaining its level of 
maliciousness (based on its HASH value, for example). large teams 
of experts create these, based on an analysis of samples they receive, 
making them available for automated download in their products via 
a ‘signature update’.

Heuristic-based

Heuristic scanning assesses the code and behavioural patterns of a 
file or executing process to determine its similarities to known classes 
of malware. Where a file/process is found to contain patterns or be 
performing activities that match known threats, they are inferred to 
be ‘evil’. Heuristic-based scanning is effective in that it has potential to 
detect future threats without requiring the malware to be detected, 
submitted, analysed and signature updated before acting. 

Cloud-based

A ‘cloud’ in this context refers to one or more data centres operated 
by a security vendor, to which technical products can connect and 
retrieve data at any time. With this form of scanning, verification 
does not take place directly on the device, rather being relocated 
to the vendor. Usually, a moment of suspicion occurs locally within 
the enterprise system, whereupon the file or its HASH value is 
transmitted to the vendor for various checks. A report as to the 
intentions of the file is then delivered. Information is available faster 
with the cloud-based method than with signatures, for example. 
More checks can take place in this way than on a local device.

Sandboxing

This approach seeks to discover whether something is ‘good’ or ‘evil’ 
based on its behaviour. Though it does not work for every file type, 

POSSIblE SECURITY MEASURES2
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for those which can be executed (such as .exe and .dll files), it has 
a positive function. In the majority of cases, the file in question is 
transmitted to a virtual environment and executed. The behaviour 
within that environment is then monitored to ascertain whether it 
performs certain actions known to be performed by malware (such 
as whether it connects to an internet address, creates new files or 
tries to encrypt something). Its observed behaviour thus determines 
whether it is ‘good’ or ‘evil’.

Intrusion Detection

This approach does not directly attempt to determine whether 
something is malware, but whether it uses a known attack vector. 
API calls on the operating system are usually monitored, and if 
something happens which matches a known attack or vulnerability, 
it is blocked or an alert is raised. Sometimes, the normal behaviour 
of an application is predefined as well so that, if something different 
occurs, a block or alert will be actioned.

Machine learning

With machine learning, the technology should decide autonomously 
what is ‘good’ and ‘evil’, based on previous experiences. During 
execution, behaviour is monitored and compared with existing data. 
If the behaviour is similar to existing knowledge, it assumes that 
the result will be the same. For example, a completely new form of 
ransomware may perform similar behaviours to a previous form (e.g. 
encrypting system data), and therefore the machine learning system 
will treat it in the way that it would its predecessor.
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Despite	the	various	measures	and	available	solutions	of	the	
industry,	IT	security	is	still	a	difficult	topic	for	enterprises.	
Especially	because	a	balance	between	security	and	productivity	
has	to	be	found.	Therefore,	let’s	have	a	closer	look	on	the	
presented	measures.
	
WHICH OF THE SUGGESTED MEASURES COULD BE 
OPERATED AND WHAT PROTECTION DO THEY OFFER?

PREVENTATIVE MEASURES

Pre-empting attacks by taking preventative measures will protect 
you against a lot of known and unknown threats. However, these 
kinds of measures are extremely difficult to operate for many 
companies. With such restrictions in place, productivity of the IT 
systems will be affected. Necessary or important functionalities are 
forbidden or blocked by default, meaning that the company will be 
forced to make exclusions for full productivity to be maintained. The 
effect of this upon the IT department amounts to an administrative 
nightmare, not to mention palpable inconveniences for staff. Many 
threats can be handled with preventative measures, but coverage 
won’t be absolute. Even making the exclusions necessary for proper 
organisational function amount to security holes. 

Conclusion: Preventative measures could be a good starting point, 
where a company is able to operate them, but prevention alone is 
inadequate as a sole security strategy.

SECURITY AWARENESS

Educating your employees to be more careful in handling passwords, 
information, devices, links, emails and so on, can be helpful and 
may avoid some dangerous situations. This will, nonetheless, only 
be of partial help. People inevitably do make mistakes. Equally, 
the importance of maintaining device and network security is less 
of a priority for individual staff members because it is company 
equipment rather than their own data/devices under threat. Many 
threats are not easy to detect. SPAM emails, for example, are so well 
made nowadays that even experts find it difficult to identify them 
without technical support. 

Conclusion: Staff training and awareness is important, but cannot be 
relied upon as a functional solution.

THREAT DETECTION

Directly detecting, hunting and blocking threats, with the help of 
technology provided by security vendors, is the favoured security 

strategy for most enterprises. Every company can implement them, 
they offer direct security, and block only the ‘bad things’. In theory, 
threat detection through technological means should be ideal. but 
it is more complex than most businesses realise. There is a series of 
questions that an organisation needs to answer when approaching a 
threat detection strategy:

•	 Which solution should I choose?
•	 by which criteria should I choose it?
•	 Which technology approach is the best?
•	 Which vendor offers the best protection?
•	 Who should I trust?

because of technical limitations usually a single vendor has to be 
selected or compatible ones found. After the first strategic decision 
has been made, a long term implementation and education process 
starts, to operate the solution. And what happens afterwards? 
Contrary to widespread assumptions, no single vendor solution is 
able to provide 100% protection, independent of the used approach. 
Some of the failures often seen through threat detection by single 
vendor security solutions include:

•	 False Negatives: No vendor can detect everything; some threats 
will slip through the net

•	 False Positives: Solutions sometimes detect threats in benign 
files, which can be disruptive

•	 Response times can be inefficient, meaning threat detection can 
arrive too late

•	 Cleaning of a threat is not always carried out holistically
•	 Technical issues such as performance problems occur
•	 Many solutions must be used to cover everything

Conclusion: Compared with preventative measures and security 
awareness training, threat detection is easier to operate for most 
companies, because only the ‘bad things’ are blocked and the paid 
security vendor takes care of this. But identifying all worldwide 
threats correctly, right on time, is mostly impossible for any single 
vendor. As a result, you still have security issues despite having spent 
time and money installing a security solution.  

WHICH MEASURES WORK IN PRACTICE?3
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How	can	an	enterprise	achieve	adequate	threat	detection	and	
avoid	malware	incidents	as	well	as	possible,	without	the	typical	
issues	and	restrictions.	It	starts	with	making	a	simple	decision…

SHOULD WE CHOOSE A SINGLE VENDOR OR AN 
ASSOCIATION OF VENDORS?

Rather than choosing and implementing a single vendor,  you may 
opt for an association of vendors, such as Tabidus Technology.

An association of vendors differs fundamentally from individual 
security products. Instead of installing one or more single solutions, 
a universal security framework (such as a United Endpoint Protector), 
which hosts the technologies of several vendors, is installed. The 
framework allows flexible activation and combination of the different 
technologies at a click, any time, to suit individual needs. The 
association takes care of the smooth collaboration between vendors 
within the security framework.

This flexibility changes the way security vendors are handled, and 
forms the basis for an agile threat detection strategy. This approach 
has a range of positive effects on the quality of threat detection:

DETECTION RATE

The ability to distinguish ‘good’ from ‘evil’ differs on a case-by-case 
basis, and from vendor to vendor. It all depends, principally, on the 
current knowledge-level and technological approach of the vendor 
in question. With the capability to combine independent vendors, 
gaps in detection of threats can be closed.

FALSE-POSITIVE HANDLING

False alarms are a serious threat detection issue. Using multiple 
independent vendors, with different approaches to individual 
problems, can help prevent the negative impacts of such an issue. 
For example, a file should only be deleted once at least two different 
vendors have identified it as malicious.

RESPONSE TIME

An important aspect in detecting threats is that knowledge of the 
threat is available in a timely manner. This is particularly pertinent 
when the technological approach needs updates (signatures) or 
if the vendor needs to tune something in order to detect a certain 
threat. The use of independent vendors can ensure that the required 
knowledge is available in the shortest possible amount of time, by 
the first vendor to deliver.

Using an agile detection strategy not only improves the quality 
of threat detection, but has further positive effects on operations 
as well.

FREEDOM TO CHOOSE

Instead of evaluating and picking out a single security vendor, which 
the company is subsequently required to trust, many vendors can 
be chosen at the same time. In this case, the evaluation stage is 
comparatively simple, because a desired technology is activated by 
a click and runs immediately. Which vendors, how many vendors, 
which approach and technology are selected are all entirely up to the 
company itself.

INDIVIDUAL REqUIREMENTS

A modern IT infrastructure consists of different areas, each with their 
own security system requirements. With a single vendor solution, it 
can be hard to address each one in turn. An agile strategy, however, 
allows vendors to be activated and combined for each separate 
application area. This insures that the optimal mix of technologies is 
enacted for every single use case.

HOT SWAP

Traditional security solutions must be installed into the system, 
thus changing them is an effortful and time-consuming process. 
With a universal security framework, vendors and technologies are 
not installed, they are simply activated at a click. This means that 
changes can be made very simply, company-wide if desired, without 
additional software roll-out, without disruption to operations, within 
a few minutes. The company is therefore allowed to change its mind 
at any time. Vendors can be activated and deactivated at will, and a 
new vendor with a new approach, introduced in a few clicks.

UNIFIED SOLUTION

For a variety of reasons, it may be that multiple security solutions 
are in use within a single company. This kind of ‘multi-vendor’ 
strategy means that each solution must be operated and maintained 
separately; a great effort. In a universal security framework, though 
multiple vendors are in operation, it is still a single solution. 
Everything is unified in a single user interface, and the operational 
and maintenances expenses correspond to those of a conventional, 
single product.

 AgIlE THREAT DETECTION STRATEGY4
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STRATEGIES

The use of a universal security framework can also have an impact 
on security strategies. Through the use of hot swap changes, 
multi-vendor use and free vendor selections, additional criteria for 
strategic decisions become available. breaking down strategy by 
vendor, application area, security feature and timeframe, allows 
for new approaches, such as scheduled monitoring instances with 
the use of additional technologies or the ongoing use of multiple 
vendors, for example.

SECURITY INCIDENT

How should you react to a security incident that is not detected 
or handled by the installed security solution? With traditional 
approaches, where a single-vendor system is in use, such a scenario is 
the beginning of a long ordeal, which often ends with the download 
of a foreign cleaning tool, copied to a USb stick and used to manually 
clean up individual computers. An agile security strategy, on the 
other hand, allows the activation of an additional vendor with the 
required detection rate, taking care of the incident network-wide in 
just a few minutes.

COMPLIANCE

Various legal requirements, such as ISO 27001, require enterprises 
to use multi-vendor strategies. Installing many separate security 
solutions to meet these requirements satisfies the lawmakers, but 
results in great effort for the company, without a meaningful increase 
in security levels (because there is still only a single vendor in place). 
A universal security framework may be a good alternative to 
enable an enterprise to meet legal requirements, increasing security 
not effort.
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In	the	past,	there	were	‘multi-engine’	solutions	which	did	not	
always	do	a	good	job,	and	still	you	will	read	everywhere	online	
that	installing	several	antivirus	solutions	simultaneously	is	not	
a	good	idea.	A	rumour	mill	has	been	created,	writhing	with	
prejudices	that	are	not	necessarily	always	factual.	So	let’s	talk	
about	it.

“COMBINING MULTIPLE SECURITY PRODUCTS IS NOT A 
GOOD IDEA”

This is true… when you’re talking about single security solutions. 
Single solutions are not designed to be used in this way. A special 
universal security framework is required in order for multiple vendors 
to work smoothly in collaboration. Tabidus does not combine 
security products, but the technology cores inherent in each vendor 
system, to achieve great performance.

“MULTIPLE SECURITY PRODUCTS DO NOT OFFER MORE 
PROTECTION”

Each security vendor has its own individual knowledge and 
technologies for threat detection, resulting in an individual 
protection potential. This is tested on an ongoing basis by neutral 
institutions such as AV-Comparative and AV-Test. No single vendor 
can always detect every possible threat, but using multiple vendors 
in an intelligent and targeted way increases the level of threat 
detection, of an entire threat cleanup, and shortens reaction times to 
ensure threats are detected and eliminated in good time.

“MULTIPLE SECURITY PRODUCTS ARE A 
PERFORMANCE KILLER”

Using traditional security products simultaneously does indeed 
lead to major performance problems. Combining core technologies 
instead, which collaborate smoothly, is a different matter altogether. 
Effectiveness depends only on how good each component is and in 
which way they are implemented.

The flexible use of technologies and vendors allows the enterprise to 
set the combinations separately for every security feature. With this 
method, you can select, for example, technologies with a high data 
throughput for real-time use cases, and others for scheduled scans. In 
the end, you will always achieve the optimum mix of technologies for 
every application, without any performance issues.

“OPERATING MULTIPLE SECURITY VENDORS IS A 
BIG OVERHEAD”

If you operate many standalone solutions at the same time, this is 
indeed a big overhead - not to mention the performance failures 

such an approach would cause! Each instance of maintenance work, 
event monitoring and so on will have to be done multiple times. 
With Tabidus, on the other hand, everything is merged into a single 
solution. So, although you are using multiple security vendors, you 
still only have one solution to operate.

“MULTIPLE SECURITY VENDORS ARE ALREADY IN USE”

yes, many standalone solutions are available to cover different 
aspects of cyber security. Sometimes, illegitimate multi-vendor 
strategies are in place where, for example, one vendor takes care of 
the server landscape and another takes care of the clients.

In these cases, there is a big operation overhead for just operating a 
standalone solution. With Tabidus, multiple vendors can be operated 
simultaneously, on the same system, without overheads, to realise 
the power of a true multi-vendor strategy 

“MULTI-ENGINE SOLUTIONS ExIST ALREADY”

Multi-engine solutions exist in three different categories:

1. ONLINE SCANNERS (WEBSITES)

There are several websites where you can manually upload files and 
get a response on which security vendor will perform detection on it. 
These sites are more encyclopedias than security solutions.

2. WEB AND EMAIL

In the field of web and email security solutions, multi-engines are 
sometimes used. However, they only protect web and email traffic, 
not the complete endpoints. There is, in most cases, no flexibility 
involved.

3. COLLABORATION BETWEEN VENDORS

With some security solutions, a second or third engine is available. 
This feature is usually hidden in the background, without flexibility, 
and tends to be because the original provider is not able to cover 
enough threats and needs some help backstage.

None of these forms of multi-engine solution offer the flexibility, nor 
the security endpoint protection offered by Tabidus.

“ANTIVIRUS IS DEAD”

It is important to understand what is meant by the term ‘antivirus’.

Antivirus, under the definition of ‘endpoint protection’, is and will 

 MyTHS AND FACTS5
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always be an important aspect of every security strategy. Depending 
on the attack vector and the type of threat, endpoint protection is 
your first and last line of defence.

Antivirus, under the definition of ‘signature-based’ detection, is 
another matter. Signatures cannot detect everything. This does not 
mean that they are ineffective; they do provide valuable information.

Antivirus, under the definition of ‘antivirus program’ means yet 
another thing. yes, such programs are mostly signature-based, but 
since the early 1990s, mostly every product has evolved to become 
equipped with heuristic, cloud-based approaches, as well as many 
more security features.

WHAT ARE MY CURRENT MALWARE DETECTION CAPABILITIES?

you can easily discover your current detection capabilities with the 
following experiment:

1. Install an antivirus program
2. Do not update the signatures
3. Scan for actual malware and see what happens

you would be surprised by what heuristic-based technologies are 
able to detect. In many cases, up to 80% of potential malware will be 
detected. Signatures in these products may not necessarily always do 
the job alone, but do offer excellent assistance for other purposes.

As the malware ‘bad boys’ have grown up, so too have the ‘good guys’ 
evolved to meet the constantly changing demands of cybersecurity 
protection, with many different technology approaches required 
to detect all threats. From ‘legacy’ signatures to modern machine 
learning strategies, the changing face of cyber threats is a good 
reason to combine various approaches, rather than relying on a 
single, incomplete solution.
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In this era, in which the volume of data being generated on a 
daily basis is of unprecedented and rapidly growing proportions,  
ever-more sophisticated solutions are required to protect 
organisations’ and individuals’ data from attack. The number of 
threats is on an upward trajectory, a trajectory that grows steeper 
with every passing year. Equally, the forms of attack are constantly 
evolving, limited only by attackers’ imaginations and the power of 
technology at their disposal - technologies which are evolving at a 
similarly steep trajectory.

The financial and legal risks to organisations from inadequate 
security are too high to ignore. Preventative measures, staff 
training, and traditional threat detection strategies via single-vendor 
solutions, do all work together to provide protection. However, this is 
not enough to contain the problem of increasingly insidious threats 
that organisations are faced with daily.

Tabidus firmly believes in evolving security strategies with boldness 
and inventiveness that matches and exceeds the strategies taken 
by those devising and perpetrating these threats. We cannot lean 
on the strategies that have served in the past; they are simply not 
adequate for the digital era in which we live. The agile approach to 
cybersecurity, which allows teamwork between vendors, drawing 
maximum power from their joint forces is, we believe, the one 
approach that promises the best protection for organisations now 
and in the  future.

CONCLUSION6
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www.tabidus.com
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+43 1 348 5005

THANK YOU 

www.tabidus.com
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